HndopManHoHHAs NAMATKA V151 HeCOBEPIICHHOJIETHHX 10 BOIIPOCaM
Kn0epbe30nacHOCTH
B ceTn «(AHTepHED

KomnbloTepHbie BHPYCHI
KoMmeiorepHBIif BHPYC - 3TO Pa3HOBHJHOCTh KOMIIBIOTEPHEIX IIpOrpamm,

OTJIMYHUTENBHON OCOOCHHOCTBIO KOTOPOH SABNIsAETCA CIOCOOHOCTD K Pa3MHOXKEHHIO
(xormpoBaHMi0). B nomonHeHMe K 3TOMY, BHPYCHl MOTYT IOBPEIMTh HIIH
IIOJIHOCTBIO YHHYTOXHTH Bee ¢alinkl U AaHHEIE, TOJKOHTPOJIbHEIE MOJB30BATEINIO,
OT HMEHH KOTOporo Gbuia 3amylneHa 3apax€éHHas MporpaMma, a TakKe IMOBPEIUTh
WIH J2)Xe YHHYTOXHTH ONEPAlHOHHYIO CHCTEMY cO BceMH Gailinamu B LenoM. B
GoNBIKMHCTBE CIy9aeB PaclpOCTPaHAIOTCS BUPYCHI Y€pe3 HHTEPHET.

MeToab! 3alHThI OT BPEXOHOCHBIX IPOrpaMM:

1.  Hcnons3yii coBpeMeHHbIE OIEpaliHOHHBIE CHCTEMEI, HMEIOLINE
cepb&3HBIH YPOBEHD 3alIUTHI OT BPEIOHOCHEBIX IIPOTPaMM;

2. TlocrosHHo ycTanaBnuBail mnar4d (UMpPOBBIE 3aIUIATKH,
KOTOphi€ aBTOMAaTHYECKH YCTaHABIMBAIOTCA C HLeNbl0  JopaboTKh
nporpaMMbl) M JApyrHe OOHOBJICHHS CBOeif OIepallMOHHOM CHCTEMBI.
CkaumBaif Mx TONBKO C odHuuanbHOro caiita paspaborumka OC. Ecmm
CYILECTBYET PEKHM aBTOMaTH4IeCKOro 0OOHOB/IEHHS, BKIIIOYH €To;

3.  Pabortaii Ha cBoeM KOMNBIOTEPE MO/ IPaBaMH NONB30BaTENA, a
HE aJMHHHCTpaTopa. OTO HE IO3BOJMT OOJNBIIMHCTBY BPEAOHOCHBIX
IIPOTPaMM HHCTAJUIHPOBAThCA Ha TBOEM NIEPCOHATLHOM KOMITBIOTEpE;

4., HUcnons3yift  aHTHBHpYCHBIE  IpOrpaMMHBIE  IPOXYKTHI
H3BECTHBIX POU3BOJMTENEH, C aBTOMAaTU4eCKUM OOHOBIIeHHEM 6a3;

5. Orpaunye  ¢Hu3pyeckHif JOCTYn K  KOMIBIOTEPY  MIA
TMIOCTOPOHHHUX JIHII;

6. Hcnione3yil BHeIIHWE HOCHTENM HWHPOpPMAlMHM, TaKHe Kak
¢nemka, auck wm ¢ain wu3 ViHTepHera, TONBKO H3 INPOBEPEHHBIX
HCTOYHHKOB;

7. He otkpelBaii KOMIBbIOTEpPHbIE (aiibl, NOJNYyYEHHBIE U3
HEHaN&KHBIX MCTOYHMKOB. [laxe Te ¢aiisl, KoTOpble IpHcial TBOH
3HaKOMBIH. Jlydnie yTouHH y Hero, OTIIPABIIsI JIM OH Tebe uX.



Cern WI-FI

C nomomso WI-Fi MoxHO momyduTh OecIUlaTHBIH HHTEPHET-AOCTYN B
ofIecTBEHHBIX MecTax: Kade, OTeNsx, TOProBeIX LeHTpax M asponoprax. Tak xe
SBIISETCS OTIIMYHON BO3MOXKHOCTBIO BbixoAa B MHtepHer. Ho MHOrue skcneprsl
CYHTAIOT, 4TO0 obwenoctynHele WiFi cern He sBnsioTcs 6€30nacHbIMU.

Cogern! no GezonacHocTH paGoThi B o6menocTynHbix cerax Wi-fi

1. He nepepaBaii cBow JMuHyi0 HHpOpMAaIMIO  uepe3
obmenoctynapie Wi-Fi cetn. PabGoras B HMX, )XelaTelbHO HE BBOJMTH
Mapoiy AOCTYIIa, JJOTMHEI ¥ KaKHe-TO HOMepa;

2. Hcnons3yii u OOHOBIAH aHTHBHUPYCHBIE IPOrpaMMbl H
OpanaMayap. TeM caMbIM THI 06e30MacuIlb ce6s OT 3aKa4yKy BUpyca Ha TBOE
YCTpPOMCTBO;

3. Ilpu wucnons3oBanun Wi-Fi ortkimoun ¢yskimio «O6mumit
noctyn Kk daiinaMm u mnpunTepam». J[laHHas (QyHKIMSA 3aKpeITa IO
YMOJNYaHHIO, OJHAKO HEKOTOphle IIONb30BaTelM aKTUBHPYIOT €& It
ynobcTBa nerons3oBaHus B paborte wiu yuebe;

4. He wucnonssyit myGnuunsii WI-FI mns nepemadd JIHYHBIX
ZIaHHBIX, HaPUMeEP, VI BEIXOA B COLMAIBHBIE CETH WJIH B 3NEKTPOHHYIO
MOYTY;

5. Hcnons3yit Tonbko 3amuineHHoe coeauHenue yepez HITPS, a
He HTTP, 1.e. npu HaGope Be6G-ampeca BBoaM MMeHHO «https://»;

6. B mobunbHoM Tenedone orkmoun pyukmmio «IToxxmoyeHue K
Wi-Fi aBroMatudecku». He pomyckaii aBTOMaTHYECKOro TMOAKIIOYEHHS
ycTpoi#icTBa k ceTssM Wi-Fi 6e3 TBoero cornacus.

CounajbHble ceTH
ConuansHas ceTs - 3TO caliT, KOTOPEIH MPe0CTaBIAET BO3MOXKHOCTD JIIOHAM

OCYmIECTBIATL OOlIeHHe Mexnay coboit B mHTepHere. Yame Bcero B HHX s
KaXJOTO 4€JIOBEKa BBIJICIIACTCS CBOA JIMYHasg CTpaHH4YKa, Ha KOTOpOH OH
yKkasbBaeT o cebe pasnuuHylo MHOOpPMalMIO, HauWHas OT MMEHH, GaMWIMH H
3aKaH4YMBas JIMYHBIMA QororpadpusMi. MHOTHE NMONB30BATENN HE IOHHMAIOT, YTO
uHbopMaLys, pasMelleHHas MMH B COLMAIBHBIX CETSIX, MOXKeT OBITh HalieHa W
UCMONB30BaHA KEM YroJHo, B TOM 4YHcle He obsg3arenpHO ¢ GmaruMu
HaMepeHUsIMHU.



OcHOBHbI€ COBETHI 10 6€30N2CHOCTH B COIHAJIbHBIX CETHX:

1.  OrpaHuys CIMCOK Jpy3eil. Y Tebs B Opy3bsX HE ROIDKHO OBITh
CIIy4aiHBIX ¥ HE3HAKOMBIX JIIOJIEH;

2. amuiaii  cBol0 vacTHyi0 JKU3Hb. He ykasnBal mnapoid,
TeneoHBI, afpeca, JaTy TBOErO PpOXACHHI W JPYTyl0 JIHYHYIO
nadopManuio. 30yMBIILUIEHHHKHA MOTYT MCIIONB30BaTh AaXXe HHPOPMAIIHIO
0 TOM, KaK ThI U TBOU POJMTEIH IUIaHHpYeTe IPOBECTH KAHUKYJIBI;

3. 3amquniaii CBOIO pemyTalUIo - AEpXH €€ B YUCTOTE M 3afiaBail
ceGe Bompoc: xoten ObI ThI, YTOOGBI Apyrye INoJjb30BaTeNH BHACIH, YTO ThI
sarpyxaems? IToxymaif, npexxaie 4eM YTO-TO OMyOJMKOBaTH, HaNMCaTh U
3arpys3HuTh;

4. Eciu TH roBOpMIIL C JIOAbMH, KOTODHIX HE 3Haelllb, HE
HCIONB3YH CBOE peajbHOEe MM H JPYrylo JHYHYI0 HHOOpDMalMH: MM,
MECTO XHTENbCTBA, MECTO Y4eOHl U npoyee;

5. HsbGeraii pasmenienust ¢Qotorpaduii B HHTepHere, rae Tbl
u300pakeH Ha MECTHOCTH, IO KOTOPOH MOXHO ONpeleNuTh TBOE
MECTOIIONIOKEHHE;

6. Ilpu perucTpauud B COLMIBHOH CceTH Heob6XomHMO
HCIIONb30BaTh CJIOXHBIE NAapoJid, cocrosimue H3 OykB W mudp H C
KOJINYECTBOM 3HaKOB He MeHee 8;

7.  Jlns coupManbHOM CEeTH, MOYTHI M APYrHX caliToB HeoGxomumo
HCIIONB30BaTh pasHele I@apoid. Torma ecad T1ebs  B3NOMAIOT, TO
3/I0YMBIIUICHHHKH TMOJy4aT AOCTYN TONBKO K OJHOMY MECTY, a HEe BO BCE

cpasy.

BJIQKTEOHHBIC ACHbI'H
DneKTpOHHEIE JE€HBI'H — 3TO O4YeHb YHOOHHI crmoco® miuaTtexeil, OXHAKO

CYIIECTBYIOT MOIIIEHHHKH, KOTOPEIE XOTAT MOJY4YHTh 3TH ASHBIH.

DneKTpOHHbIE ACHBIH MOSBHIINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOTO BO
MHOTHX roCyZlapcTBax O CHX [Op He MPOIMCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHH QyHKIMOHHPYIOT M O HHX Y)Xe IIPOIHCAHO B 3aKOHe, Iie
UX pa3feNifioT Ha HECKOJNBKO BUJOB - aHOHHMMHEIE M HEe aHOHHMMHBIE. PasHuna B
TOM, YTO aHOHHMHBIE - 3TO Te, B KOTOPBIX pa3pelnaeTcs IPOBOAUTH onepanuu 6e3
HICHTHQUKAIMK [OJb30BaTeNlsl, @ B HE aHOHUMHBIX HJEHTH(HKALUH
TI0JIb30BAaTENA ABJIAETCS 00sI3aTENbHOM.



Taxke cnemgyeT pasnuyarh JJIEKTPOHHBlE (HaTHbIE JOeHbrH (paBHEI
roCyJapCTBEHHBIM BAIIOTaM) M D3JEKTPOHHBIC HeduaTHBIE ICHBIH (HE PaBHEI
TOCYJIapCTBEHHBIM BaJIIOTaMm).

OcnoBHbBIe coBeThbI NO Oe30nacHoiH paboTe ¢ 3IEKTPOHRHBIMH AeHbIAMH:

1.  Tlpussmxu k cueTy MOGUIBHBIH TesnedoH. DTO camblii yHOOHSBIH
4 OBICTpHIH cHOCO6 BOCCTaHOBHTH JOCTYI K cueTy. IIpuBsizaHHbIH TenedoH
TIOMOJXXET, eciu 3a0yneIs CBO# IUTaTeXHBIH apoiib WIIH 3aliielb Ha CaiT ¢
HE3HaKOMOT0 YCTpPOHCTBa; '

2. Hcnons3yit onHopasoBele mnapond. Ilocine mnepexoma Ha
YCHIEHHYIO aBTOpH3aluio Tebe yxe He GyeT yrpoxaTrh OnacHOCTh Kpaxwu
WM [IepeXBaTa IUIaTeXXHOTO Napos;

3. BriGepu cnoxuslii napons. Ilpectynuukam GyneT He mpocTo
yrafgaTh CJIOXHBIH maposs. HanexHsle maponu — 5TO mnapoiyid, KOTOpbIE
colep)kaT He MeHee 8 3HaKOB M BKJIIOHAIOT B ce0s CTpOYHBIE M NPOITMCHBIE
6yKBEI, IH(PEI ¥ HECKONIEKO CHMBOJIOB, TaKHe Kak 3HaK aoJuiapa, ¢yHTa,
BOCKIIMIIaTeNbHEIH 3HaK ¥ T.11. Hanpumep, StROng!;;

4. He BBOmM CBOM JHYHBIE JaHHBIE Ha caiTax, KOTOpHIM HE
JOBepsellb.

DJIeKTPOHHAA NOYTA
OneKTpoHHas MOYTa — 9TO TEXHOJOTHA M NPENOCTaBIAEMEIE €I0 YCIYTH 10

NIepEChUIKE M MOJIy4EHHIO JIEKTPOHHBIX COOOILEeH I, KOTOPBIE PacIpeleNsioTcs B
KOMIIbIOTEpHOHI ceTH. OOBMHO 3JEKTPOHHBIA TOYTOBBIH AMIMK BHINLIAMT
ClieAyIOIMM 06pa3oM: UMs_ToNb30BaTea@uMa_noMeHa. Takxke kpoMe mepesadn
MIPOCTOIO TEKCTa, HMEETCS BO3MOXKHOCTD IIEpe/iaBaTh (Qaiiisl.

OcHoBHbIE coBeTHI 0 Ge3omacHoi pa6oTe ¢ 3J1eKTPOHHOMN NOYTOIH:

1.  Hapmo BrIGpaTe npaBHnBHEIH MOYTOBEI cepBuc. B MuTtepHere
€CTh OrpoMHBIH BbIOOp OecINaTHBIX NMOYTOBBIX CEPBHCOB, OJHAKO Jy4Iile
JOBEPATH TEM, KOro 3Haelllb ¥ KTO NEpPBLIi B peliTUHTE;

2. He yxasbiBali B JHYHOH mnouYTe JHMYHYI0 HH(pOpMaLmIO.
Hampumep, ny4uie BeIOpaTe «My3bIKadbHBIH_GaHaT@» wid «pok2013»
BMecTO «TeMal3»;

3.  Hcnone3yit ABYXSTallHYI0 aBTOPHU3AIHIO. OTO KOrga NMOMHMO
11apoJisi HY>)KHO BBOAUTH KOZ, NpUChUIaeMbli o SMS;



4. BriGepu cnoxHbelfi naponb. JIs KaXIoro mo4ToBOro silyKa
IoJDKeH GBITH CBOI HaJie)KHBIH, yCTOMYMBEIN K B3JIOMY Naponkb;

3. Ecnx ecTh BO3MOXHOCTh HamMcaTh CaMOMY CBOH JIMYHBIH
BOIIPOC, UCIIOJB3YH 3TY BO3MOXHOCTE;

6. Hcnons3ylt HECKONBKO TIIOYTOBBIX SINUKOB. IlepBrifi s
YAaCTHOM TEpenucKH C afipecaTaMH, KOTOpPEIM TBHI JOBepselb. JTO
SNIEKTPOHHBIN afipec He HaJI0 MCIIOIB30BATh NIPH PErHCTPalMH Ha GopyMax
U caiTax;

7. He otkpsiBait ¢aiinsl M Apyrde BIOXEHHA B NHCbMax Aaxe
€CJIH OHHM NPHUIILIM OT TBOHX Jpy3ei. Jlydine yroyHu y HHMX, OTIPaBIsUIH JIK
oHH Te0e 3TH (aiiibr;

8. IMocne okonuaHus paGoTel Ha NOYTOBOM CEpBHCE IEpex
3aKpBITHEM BKJIAZIKU C caiiToM He 3a0y1p HaxaTh Ha « BeriToy.

KnGepOyJiuHr HIH BHPTYaJbHOE H31eBaTENLCTBO
KuGepOy/umiHr —  npeciiefioBaHMe  COOOIIECHUAMH,  COACPIKAIMMH

ockopbeHus, arpeccmio,  3aImyrHBaHHe;  XYJIHMIaHCTBO; COLIHaJIBHOE
GoiikoTHpOBaHHE C IOMOIIBIO Pa3IUYHEIX HHTEPHET-CEPBHCOB.
OcHoBHble coBeTh! O 6opbbe ¢ kubepOyaHHrom:
1.  He 6pocatics B Goit. Jlyqmmii cioco6: mocoBeTOBAaTECA Kak ce6s
BECTH M, €CIH HeT TOro, K KOMy MOXHO OOpaTHThCA, TO BHavaie
ycrokouTkes. Ecnum  TBI  HadHemp OTBeYaTh OCKOPOJICHHAMHM Ha
ockop6eHus, To TONBKO eme Goplle pa3oAOKeIb KOHQIIHKT;
2.  Vnpasimsii cBoeil kubeppemnyraiiueii;
3. AHoHMMHOCTP B ceTH MHHMad. CymecTBylOT CHOCOOHI
BBEISICHHTB, KTO CTOMT 3a aHOHHMHBIM aKKayHTOM;
4. He crout BecTn xynmuraHckuii obpa3 BHUPTYalBHOM >KH3HH.
HurepHer ¢dukcupyeT Bce TBOM AEHCTBHS M COXpaHSeT MX. YJalUTh MX
Gyner xpaiiHe 3aTpyJHUTENBHO;
5. Benu cebs Bexanso;
6.  Urnopupyii eAMHUYHBIH HeraTus. Onnopa3oBrle
OCKOpOHTeNbHbIe COOOIEeHUs Jydlle UrHOpupoBaTh. OOBIMHO arpeccus
npeKpauaeTcs Ha Ha4yalbHOMH CTa/{uH;



& Ban arpeccopa. B mporpaMmmax o6MeHa MrHOBEHHBIMH
COOOMIEHHAMH, B COLHANBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHPOBKH
OTIIPaBKH COOOIIEHHI ¢ OIpeieNIeHHBIX aIpecoB;

8. Ecmu 1Bl cBugerens KubOepOymimHra. TBom jelcTBus:
BBICTYIIUTh IIPOTHB INpecliefIoBaTelA, INOKa3aTk €My, 4TO €ro ACHCTBHA
OLICHMBAIOTCA  HEraTMBHO, MOJAEPXAaTb IKEPTBY, KOTOpOH HyXHa
MICHXOJIOTHYECKas MNOMOIIb, COOOUIMTE B3pOCHBIM O (paKTe arpecCHBHOIO
[IOBEIECHHUSA B CETH.

MoOnanHblii Tejedon

CoBpeMenHBbIe CMapT(OHEI H NJIAHIIETHI coZiepXkaT B cebe BIIOJIHE B3pOCIBIH
(OYHKIMOHAN, W Temepb OHM MOTYT KOHKYPHpOBaTh CO CTallMOHApHBIMH
koMmbtoTepaMu. OIHAKO, CPEACTB 3aIMTHI U MOJOOHBIX YCTPOKCTB MOKa OYEHb
Mano. TectupoBaHMe M TOHMCK YS3BUMOCTEH B HHMX TIPOHCXOAMT HE TakK
HUHTEHCHBHO, Kak Juig ITK, To e caMmoe KacaeTcs 1 MOOMIILHBIX IIPUIO)KEHHIA.

CoBpeMenHble MoOOWNbHBIE Opay3epsl YyXe MpaKTHYeCKH JOTHAIH
HACTOJIGHBIE AHAIIOTH, OJHAKO paclIMpeHHe (YHKIMOHaja Bieder 3a coboit
GOJNBILIYIO CIOXKHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Janeko He BCe HPOM3BOAHUTENH BEHINYCKAalOT OOHOBJIEHHS, 3aKpBIBAIOILHE
KPUTHYECKHE YA3BUMOCTH U1 CBOMX YCTPOHCTB.

OcHoBHbIE cOBETHI AJiA 6e30NacHOCTH MOOHIBHOrO TeJedoHa:

1.  Byas ocropoxeH, BeZb Koraa Tebe mpemnaraloT GecrinaTHbii

KOHTEHT, B HEM MOTYT OBITh CKPBITBI KakHe-TO IUIaTHBIE YCIYTH;

2.  Jlymaii, npexae 4em orupaButh SMS, ¢oto mmu Buzeo. Thr

TOYHO 3Haellb, 1€ OHU OyAyT B KOHEYHOM HTOrE?

3. HeobxoauMo OGHOBJATE OIEPAllHOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4. UVcnons3yif aHTHBHPYCHBIE MNPOTPaMMBI JAJMA MOOHIBHBIX

Tene¢oHOB;

5. He 3arpyxaii npuioXXeHHS OT HEH3BECTHOIO HCTOYHHKA, BEJb

OHH MOTYT COAEPXKaTh BPEIOHOCHOE NpOrpaMMHoOe obecrieueHue;

6. IMocne Toro xak Thl BHIACLIb C CaiTa, Iie BBOAMI JIMYHYIO
uH(bOpMaIHIo, 3aiiiu B HACTPO¥KH Opay3epa u ynanu cookies;

7. Tlepmomudecku  mpoBepsd  Kakue  IUIaTHBIE  YCIYTH
aKTHBHPOBAHbI Ha TBOEM HOMEPE;



8.  [aBait cBoii HOMep MOOMIBHOro TeneoOHa TONBKO JIIOMAM,
KOTOPEIX THI 3Haelllb H KOMY JioBepsielllb;

9. Bluetooth pomxen OBIT, BBIKMIOYEH, KOorma THI MM HE
noJye3yeniscs. He 3a0b1Baii HHOTZ1a MPOBEPATH 3TO.

OUIIHHT BIH KPAXKa JHYHBIX NAHHBIX
InaBuas uenp ¢(uUUIMHr - Buga HHTepHET-MOIIEHHHYECTBA, COCTOMT B

TIOTyYeHHWH KOH(UAEHIMANBHBIX JaHHBIX II0JIb30BaTeNleif — JIOTHHOB M Napoieii.
Ha aurmiickom si3bike phishing untaercs kak ¢ummar (ot fishing — pribnas
JoBns, password — 1napois).

OcHoBHBbIE cOBeTHI O Gophbe ¢ pumHHTrOM:

1. Crnenu 3a cBouM akkayHToM. Eciu THI mofi0o3peBaenib, YTO TBOS
aHkeTa OpUIa B3JIOMaHa, TO HEoOXOOUMO 3aCJIOKHPOBATH €e M COOOIIMTH
afIMHHUCTpaTOpaM pecypca 06 3ToM KaK MOXKHO CKOpee;

2. Hcnons3yit OGe3onacHble BeO-caiiTbl, B TOM 4YHCIIE, HHTEpHET-
MarasHHOB U IIOMCKOBEIX CHCTEM;

3.  Hcnons3yii cioxHble U pasHele naponu. Takum o6pa3oM, ecirH
Te0s B3JIOMAIOT, TO 3JIOYMBILUIEHHHUKH ITONYy4aT AOCTYI TOJBKO K OXHOMY
TBOEMY NpO(IIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3lNOMald, TO HEOOXOOUMO MNpeRyNpeIuTh BCEX
CBOMX 3HAaKOMEIX, KOTOpbIe 006aBieHb! Y Te6sa B APY3bAX, O TOM, 4TO TebOs
B3JIOMaJIi ¥, BO3MOXXHO, OT TBOEro MMeHH OyIeT pacchUIaThCA ClaM H
CCHUIKH Ha (PUIIMHTOBBIC CATHI;

5.  VYcranoBu HaznexHslil napons (PIN) Ha MOGUIIbHBIH TenedoH;

6.  Orxmouyn coxpaHeHHe napois B 6paysepe;

7. He orkpsiBaii dailibl B Apyrue BIIOXKEHHMS B I[IHChMaX Aae
€CJIM OHU TIPHUIIUIN OT TBOMX Apy3eil. JIyumie yTouHM Yy HHX, OTIPaBIAIH JIX
OHHM Tebe 3TH ¢aiinsl.



